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___Workitem | Question | Subject / Title ___ Status
X_dtns Q4/17 Guidelines of u3|r?g digital twin of Unndfar sy
network for security
Security measures for digital twin L Approved
X.2012 (ex X.smdtsc) Sy system of smart city (2024-10-29)
Security measures for digital twin .| Approved
X.2013 (ex X.smdtf) SrAY federation of smart city (2025-05-29)

Functional requirements for

X.fr-vsasi Q7/17 visualization service in Al security Under study
digital twin
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« Background, Necessity, and Objectives
— Digital twin networks simulate real networks for testing security
— Useful for strategy validation, risk deduction, and resilience
— Guidelines required to ensure interoperability and reliability

* Scope

Define functional requirements of visualization services

Provide reference architecture for visualization of security assets/incide
nts

Enhance efficiency and accuracy of network security management
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Xo20 120X SMAtsSc), Sceurity measures for digital twin' system of smart cities

« Background, Necessity, and Objectives
— Smart city digital twins improve operations and resilience
— Multiple system layers face security threats in data and interfaces
— Security measures required for reliable urban management

* Scope
— ldentify security threats of smart city digital twin systems
— Define security requirements across system layers
— Establish technical and management measures for protection
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X 20T IXe S AT, SECUrity measures tor digital twin federation i smart cities and
___communities

« Background, Necessity, and Objectives
— Cross-domain digital twins enable collaborative smart city services
— Security risks include DoS, malicious data sharing, and tampering
— Federation-wide safeguards are necessary for stable operations

* Scope
— Describe threats in digital twin federation (e.g., DoS, tampering)
— Analyze security requirements for federated environments
— Provide countermeasures and technical safeguards
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XS asI Einctional TeqUIrcments tor visualiZation Ot network: SCCUrity
__assets and incidents using digital twin

« Background, Necessity, and Objectives

— Visualization enhances efficiency and accuracy in incident response
— Current systems suffer from incomplete and inconsistent data
— Functional architecture needed for digital twin-based visualization

* Scope
— Define functional requirements of visualization services

— Provide reference architecture for visualization of security assets/incide
nts

— Enhance efficiency and accuracy of network security management




____ Workitem | Question | Subject / Title | Status |

TR.Cr-mv Q6/17 Technical Report: Cyber risks, threats, Under study
and hazards in metaverse

TR.trust-metaverse [@lkig Technllcal Repor.t: Technical challenges Under study
to achieve trust in metaverse

Security guidelines for enabling
Q6/17 integration of identity management Under study
across metaverse environments

S Security for things across metaversesin | dy
aspect of digital property management
Technical Report on "A Landscape

TR.dpama Q717 analysis for metaverse applications and Under study
security"
Guidelines for Preventing and Mitigating

X.AA-LLM Q717 Adverse Attacks in LLM-based metaverse Under study
applications (/& Zgh
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TRYCT MV, Eybersecurity Tisks, th

« Background, Necessity, and Objectives

— Metaverse expansion introduces new and amplified cybersecurity risks

— Potential harms include data theft, NFT manipulation, and financial
loss
— Essential to build baseline knowledge for secure metaverse adoption

« Scope
— ldentify cybersecurity risks, threats, and harms in metaverse
environments
— Analyze potential financial, reputational, and operational impacts

— Provide baseline understanding for further standardization
on metaverse security
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TR EruSt=metaverse, lcchnical challenges to achicving trustworthy metaverses

« Background, Necessity, and Objectives
— Metaverse relies on Al, blockchain, AR/VR, and loT integration
— Safety, privacy, and identity management are critical challenges
— Trustworthiness is key for sustainable metaverse development

« Scope
— Define features of trustworthy metaverses
— ldentify technical challenges in building reliability, safety, and privacy
— Propose framework for trust-oriented metaverse standardization
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XESareImysSeeurity gurdelmestormiegratimg virtual and physical' worlds of
the metaverse 1in smart city

+ Background, Necessity, and Objectives

— Integration of metaverse and physical infrastructure offers new value

— Risks include data tampering, forged control signals, and unauthorized
access

— Guidelines required to safeguard integration enablers in smart cities

« Scope
— Analyze risk sources of integration enablers in smart cities
— Define specific security requirements for integration scenarios
— Provide security measures for safe virtual-physical integration
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XESTM=dpm;  SCCurity 1o things across metaverses m relation to data processing and

management

+ Background, Necessity, and Objectives

— loT devices mapped into multiple metaverses create complex data
flows

— Risks arise in lifecycle management, external storage, and access
control

— Framework needed for secure multi-metaverse data management

« Scope
— Analyze data processing and management issues for loT in metaverses
— Define security requirements for data lifecycle, encryption, and access
— Provide security frameworks for multi-metaverse interoperability
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TRNdpama) IData ProtcCtion Of avatars 1 mMetaverse applications

« Background, Necessity, and Objectives
— Avatars hold sensitive personal and behavioral information
— Privacy breaches may undermine user trust and system adoption
— Standardization needed to protect avatar data across platforms

* Scope
— Analyze data types and threats associated with avatars
— Review current standards and technologies for avatar data protection
— Recommend standardization activities for secure avatar interactions
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XCAR=LEN, Grrdelimes for preventimg adversarial attacks on LEMS in metaverse and
digital twin environments

. Background,ecessity, and Objectives

— LLMs enable natural interaction in metaverse and digital twins
— Adversarial attacks (prompt hacking, poisoning) pose high risks
— Guidelines needed to secure LLMs in critical immersive applications

* Scope
— ldentify adversarial attack vectors against LLMs
— Develop prevention and mitigation strategies

— Ensure robustness and trustworthiness of LLM applications in immersive
systems
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— HEfHA E O MEZ| 2FE (TR trust-metaverse), AFO|H 2|A 3
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— CIX|2 E& 22k HE<L A DT(X.dtns), 20LEA|E| DT E.0F
(X.2012, X.2013), DT ¥t E 0t

< SEALE XMLH ZFA2HE (Al+Metaverse+Digital Twin)Sl 2/8 22/
MEIE GIO/E /A H2

18




st 7

— Agentic Al 22t

— Privacy-preserving Al
« ZKML, FHE, Differential Privacy 7|dt Al 29t 2%t

— Cross-Domain Digital Twin security 24
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